Infodemics
How to identify disinformation
and inoculate the public against it.

Fake News Witch Hunts Conspiracy Theories



Presented by:
Dr. Pauline Hoffmann, infodemiologist

New York State Senior Public Health Fellow, Cattaraugus County
Associate Professor, Jandoli School of Communication, St.
Bonaventure University

Richard P. Nathan Public Policy Fellow, Rockefeller Institute of
Government

Owner, Data Doyenne

NOT - a conspiracy theorist




Learning Objectives:

Tell the difference between disinformationand
misinformationand recognize identifiers.

Craft and implement strategies to address
misinformationand disinformation.

Learn how to communicate with those who believe
disinformation.




Disinformation

Misinformation




Big Whoop. Who Cares?

« 60% of respondents think misinformation and disinformation
are major world problems.

« /5% of respondents feel that disinformation is a threat to
democracy in the U.S.

« 63% feel as though disinformation infringes on human rights.

» 52% say disinformation makes them feel stressed and anxious.

From a study published in March 2022 by the Institute for Public Relations



Big Whoop. Who Cares?

« People trust families (35%), people like me (27%) and friends
(22%).

« Business is seen as the most trusted institution.

 Trustin government and trust in media are declining
equivalently.

* 62% say the social fabric has grown too weak in their country.

« 20% of respondents are willing to live in a neighborhood with
those who disagree with them.

« 30% would help them if they were in need.

» 20% would want to work with them.

From a study published in March 2022 by the Institute for Public Relations and the 2022 Edelman Trust Barometer.



Big Whoop. Who Cares?

"‘Among YouTube videos about emerging infectious diseases, 20-
30% were found to contain inaccurate or misleading information.”

YouTube is considered the second most visited search engine in the
world after Google.

WHO considers the infodemic a public health crisis.

From a WHO 2022 bulletin which reviewed several academic studies.
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Pickets outside a water fluoridation hearing at McAllister Auditorium.
Photograph by Joe Barrera, June 4, 1964.

San Antonio Express-News Photograph Collection.



TOOTHACHE DROPS

Instantaneous Cure !

PRICE 15 CENTS. |
frepared by the '

LLOYD MANUFAGTURING GO.

F12 MUTAON AVE,, MOANY, N+, ]

For sale by all Droggists,







MARIH

WEED with ROOTS In HELL

NOT RECOMMENDED FOR CHILDREN

WEIRD OHGIES
WILD PARTIES
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* Signals (Word of Mouth)
* Printing Press

» [ypewriter

« Radio

 Television

* Internet

« Social Media




« Confirmation Bias
o Look for others like you
« Cognitive Bias
o Fear, emotion, anxiety
» Partisan Bias
o Post-trutn
o [rust emotions over facts/logic
« Simplification of Complex Issues
e Echo Chamber
o Self-selection
 Filter Bubble
o Personalization
o Trauma/lrust




Types of Disinformation

False
Connection

Headlines, visuals, etc. don't support
the content.

“Coming Soon: an implanted pacemaker
that dissolves away after use.”
(from HealthDay)

Not so fast......
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Here 15 another conclusive evidence: the terronst
Hamas militia continues to deliberately fire rockets
from mside residential neighborhoods in the Gaza Stnp

This is a hemnous war cnme

One third of the rockets fired at Israel fall inside the
Gaza Stnp, kilhng Palestinian civihans, including
children. oVl ol

OLD

FOOTAGE

L3 %4 189

Tweet re: Gaza (from 2018 in
Syria - recycled in 2019 re:
Libya)

Types of Disinformation

Manipulated
Content use@CQONt@REtext or altered

altogether.

?

my boy sent me this. hospital in NYC full of dead bodies
smfh

This video
was shot in
a hospital
iIn Ecuador.

{

55 Retweets 62 Like




This is

misleading.

Types of Disinformation

Misleading
Content

Here's an unexpeC®® side effect of the pandemic - the
water's flowing through the canals of Venice is clear for
the first time in forever. The fish are visible, the swans
returned.

This location is -
unconfirmed.

This is in
Venice.

282.2K Fetweets M Like: These were taken in
Burano, an island that is
technically outside the city
of Venice.

—

Using talse connections or content to
frame and issue or someone.




Types of Disinformation

Fabricated
Content

Just make stuff up.

AOC (Alexandria Ocasio-Cortez) said “It's
okay to eat pets if food runs scarce
during Covid.”




Types of Disinformation

Sponsored
Content

Advertising or editorials disguised as
content.

Advertorial
\



Types of Disinformation
False Context

Something very poetic about a king in a
golden coach being driven over a load of
potholes filled with wet sand because no
one in his country has the money to fix
the roads properly Imao

Genuine content shared using false
context.

(Protecting horses from drain holes.)




Types of Disinformation
Satire or Parody

Not intending to cause harm but may.




Types of Disinformation

Imposter
Content

(Genuine sources are impersonated.
CNN.com (not CNNNews.net)

JoeBiden.com (not JoeyBidden.com)




Types of Disinformation

Propagand
’ a

Using content to manage values,
oehaviors, knowledge.




Types of Disinformation
Error

\
OOQS Sometimes we make mistakes.

Whoops.




Red Flags:

Let that sink in....

The media won't report this.

Make this go viral.
Do your own research.
There are no coincidences.

Anonymity

Trust

Rush to judgement
Taken out of context
_iteracy issues

~ear of the “other”
Nomenclature
Scientific method




Justin Trudeau, premier of Canada, Tweeted in 2022:

"Canada denounces the Iranian regime's barbaric decision to impose the death
penalty on nearly 15,000 protesters," the English tweet said. "These brave

Iranians were fighting for their human rights — and we continue to stand united
in support of them, and united against the regime's heinous actions."



Trudeau’s team took the Tweet down after about 12 hours.

His account had 6.3 million followers at the time.

That Tweet was shared by Viola Davis, actress and producer, who had 1.8 million
followers at the time.

When Trudeau removed the Tweet, it remained on Davis’ account.
Certainly 6.3 million and 1.8 million people didn’t see that Tweet nor did they

share it, but they could have. That’s just two people. Think about the reach
beyond just those two individuals.



Rapper Nicki Minaj tweeted in September, 2021:

“My cousin in Trinidad won't get the vaccine cuz his friend got it & became
impotent. His testicles became swollen. His friend was weeks away from getting
married, now the girl called off the wedding. So just pray on it & make sure you're
comfortable with ur decision, not bullied.”



At the time she had about 22 million followers (she now has over 27 million).

That Tweet has been retweeted 23,600 times, quoted 88,800 times, liked
139,900 times and bookmarked 7,389 times (as of this writing).

As with Trudeau’s Tweet, 22 million people aren'’t likely to have seen the Tweet.
That said, without doing a more extensive analysis of the spread of the Tweet,

this is powerful. Those who retweeted may have had their retweet retweeted,
liked, etc.

The media coverage that this one Tweet generated is also noteworthy. It was
covered in numerous media outlets each with its own followers who likely
shared, liked and bookmarked it. The Trinidadian Health Minister and others
spoke out against the Tweet.



> (iting large —> Presenting science and
numbers of seeming pseudoscience in an adversarial
experts to argue that format to give the false impression
there is no scientific of an ongoing scientific debate.
consensus on a topic.

Magnified Minority

~>» Magnifying the significance of a
handful of dissenting scientists to cast e
doubt on an overwhelming scientific

consensus, AN
= 2l 4

(Y

Presenting unqualified
individuals or institutions
as sources of credible

information.
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The reality of global warming,
the effectiveness of vaccinations

or the health risks of car exhausts

have one thing in common: the scientific
basics get regularly distorted in political
discussions.

It happens on Facebook, Twitter & Co., |
as well as on internet blogs, |
in parliamentarian speeches or in personal
discussions. For lay people the rhetorical

tricks used to manipulate public opinion

are often difficult to detect.

This graphic explains the often-used
strategies employed by the fog machine
of disinformation.
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\‘ Skeptical Science klimafakten.de‘ m&fm AT



Disinformation 101
Fake Experts

« Bulk fake experts - make it seem
as though there is consensus on a
topic.

« Magnified minority - magnify a
handful of scientists to support
your argument.

+ Fake debate - presenting science
as it there is some debate.




Disinformation 101
Logical

- Ad hominerrFatuag@ig@S person instead of the argument.
(Pauline can't be trusted to tell us about disinformation because

she is an hysterical woman.)

 False analogy - comparingthings that can't really be compared.
(If we can get a vaccine to market that fast, we can solve the
problem of world hunger.)

« Ambiguity - using ambiguous language to confuse. (Waste no
time in hiring him.)

« Jumping to conclusions - making a wrong claim seem logical by
ignoring importantinfo. (Some people left because they hate me.)

 False choice - Dichotomy - presenting just two options when
there are others. (Which is best to drink in the morning, coffee or
tea?) or Single Cause - assuming there is just one reason
(Overweight? Menopause is the reason.)

« Red herring - changing the subject to avoid the subject (Me: Did
you like this presentation? You: How about them Bills?)




Disinformation 101
Impossible

. MovinEngggﬁotoas Iso gmancing nigher level of
evidence after meeting initial level (Me: You said
you wanted me to show that the vaccine is 95%
effective. You: right, but now | want you to show it
s 100%.)

« Misrepresentation - misrepresenting so as to
distort (Buzz Aldrin said the moon landing never
happened. What else have we been told that isn't
true?!)

« Strawman - misrepresenting to make it easier to
attack (Dog: Mom said she is taking me to the
kennel. Mom: | said you can't have two meals.)




Disinformation 101

Cherry
 Slothful ilr? ﬁlétlllgg ignoring relevant
information (You've been involved in six accidents
in six months. Perhaps you shouldn’t drive. Nah,
just a coincidence.)
* Anecdote - personal experience (I won't get lung
cancer. My dad smoked two packs a day and livea

to 150.)




Disinformation 101
Conspiracy

Theories
Secret, nefarious plans......

More to come.......



Steps to determine is it legit?

» Search

» Look for Standards
* Multiple credible sources (supporting evidence)
« Avoidance of bias (check your own)
 Documentation
* Fairness
« Verification

« Balance

 Context MTRUE
« Check the Author D FALSE
 Check the Date
« Check for Transparency
Examine how Errors are Handled
Assess News Coverage

Do you see original reporting?
* Do they provide straight news reports or just commentary and opinion?
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More than 70 percent of
Arabs anticipate closer
ties with China: GT ...

China further focuses on
severe COVID cases treatment
with tiered medical services ..

Ching on Fradsy sseed 2 worting

Standards

GLOBAL
TIMIS

Historic summits chart course for China-Arab
ties at strategic level

il X ...',:_3:,__.‘.-. s Arad etatrs ¢ ..u'.‘..

AL J

Domestically developed first
Co19 jet delivered to China ¢
Eastern, ‘'marking a start ... e :

Sbacrte Q

OP-ED

Alarm is sounded after TSMC
becomes 'USSMC': Global
Times editorial

=
¥
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West is losing the ability to lead as it breaks

climate commitments

GT Voice: Hyping China's "impact’ on prices

exposes West's anxiety




Standards

B|B|C

We tried emailing the people who approached Mirko and Leo. The emails
bounced back, not from Fazze, but from the domain of a company called
AdNow.

Fazze is a part of AdNow, which is a digital marketing company, registered in
both Russia and the UK.

The BBC has made multiple attempts to contact AdNow by phone, email and
even a letter couriered to their Moscow headquarters, but they have not
responded.




Author

EMPIREENNEWS

Gizmo Files Lawsuit Against Disney Over ‘Baby Yoda’, Claims

Company Stole His Likeness
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LOS ANGELES, California -




How Errors are Handled

Future of Money

Alerts and story on Walmart to
accept Litecoin payments
withdrawn

Reuters




Errors

The NCBI study begins with the following abstract:

Many countries across the globe utikzed medical and non-medical
focemasks as non-pharmaceutical intervention for reducing the
transmission and infectivity of coronavirus disease-2019 (COVID-19),
Although, scientific evidence supporting facemasks’ efficacy is lacking,
adverse physiological, psychological and health effects are established Is
has been hypothesized that facemasks have compromuised safety and
efficacy profile and should be avoided from use. The current article
comprehensively summarnizes scientific endences with respect to wearng
facernasks in the COVID-19 era, provding prosper information for public
heaith and decisions making.

What an absolute joke. American has been led down an
insane path of wearing masks that don't prevent the
transmission of COVID-19 and cause more health risk than
ever imagined.

Submit a Correction




Reread
Researc

N

Care be

messagi

‘ore you share

Have a response plan
Monitor what's said
Build trust through authentic

ng

Se transparent
Be data-driven but empathetic

Control the narrative

NO one

-ind the mis/disinformation
Respond - or don't
S stupid



Who do you worry about?

bei 00000000000

Issue Life Cycle

Potential Stage | Emerging Stage : Cument Stage : Crisis | Dormant
| Stage |  Stage |

1% immediately favorable ”a“ci‘;’;i’;i?c’?'
45% leaning favorable
8% opinion leaders

45% leaning unfavorable
1% immediately unfavorable

Frequent;
i media |
coverage

Intensity (y)

Social media

Triggering event

Tln'\e (%)




Become an engaged

listener

Listening well means not just
understanding the words or the
information being communicated,
but also understanding the emotions
the speaker is trying to
communicate.




Positivity is the best
encouragement. It welcomes good
vibes and pleasant outlook in all
communication.




Tailor the words you will use based on
your audience or listener. Keep it simple
or understandable.




Suspend your own judgment, ideas,
and beliefs. Give the speaker time to
develop and express his/her ideas or
point before you conclude if the
message has any value, little value,
or none at all.



Feedback keeps the communication
going. Respond to what has been
heard. Keep an open mind and avoid
overreacting emotionally to a
message or feedback.




Often we don't take the time to get
to the root of the problem. We also
don't think we have anything in
common when in fact we do.




It's important to know your
audience. Will they be moved by
facts and figures? Do they need
stories and anecdotes? Other?




Feedback keeps the communication
going. Respond to what has been
heard. Keep an open mind and avoid
overreacting emotionally to a
message or feedback.




DETACHED FROM REALITY

WORLD MAFD

MAROINMALIZEL
GROUPS

THE ANTISEMITIC POINT OF NO RETURN

e 1 . :

ST TRESY i lerests

Iravid Dinar scam

REALITY DENIAL

LEAVING REALITY

SPECULATION LINE

GROUNDED
IN REALITY



Do you like to play games?
How evil are you?

Can you protect Can you build How good are you Up your evil street
yourself against resilience to mis and at creating cred by creating a
Covid-19 mis and disinformation? disinformation site designed to
disinformation? campaigns? Let your disinform.

evil side shine!


https://www.goviralgame.com/en?utm_source=EO&utm_medium=SocialMedia&utm_campaign=goviral&utm_content=Eng
https://app.crankyuncle.info/home
https://app.crankyuncle.info/home
https://www.getbadnews.com
https://www.fakeittomakeitgame.com
https://www.fakeittomakeitgame.com

« WHO Mythbusters

» News | iteracy Project

« Misinfo Rx

« American Association for the
Advancement of Science

» The Media Manipulation Casebook

« AFP-Fact Check (Agence France-
Presse)

» PolitiFact

« UC Berkeley Info



https://www.who.int/westernpacific/emergencies/covid-19/information/mythbusters
https://newslit.org
https://misinforx.com
https://www.aaas.org
https://www.aaas.org
https://mediamanipulation.org
https://factcheck.afp.com
https://www.politifact.com
https://guides.lib.berkeley.edu/evaluating-resources

FAKE NEWS

WITCH HUNTS
zCONSPIRACY

i ol
An Infodemiologist’s Guide To The Truth
PAULINE W. HOFFMANN

www.datadoyenne.com www.pwhoffmann.com
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